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1. We have studied Caeser cipher in the class and then its extension to Vigenère cipher. Our
goal in this assignment is to do an implementation of the Vigenère cipher. In a programming
language of your choice, do the following.

(a) Implement the encryption function.

(b) Implement the decryption function.

(c) Write up an algorithm to break Vigenère cipher using brute force. Analyze this algorithm
for time complexity. Do this analysis carefully, in a step-by-step fashion. Now, implement
this algorithm.

(d) Implement the Kasiski and Friedman tests for cryptanalysis of Vigenère cipher.

(e) I request each one of you to make up a short keyword and encipher a piece of relatively
long text using the Vigenère cipher. Please email the ciphertext to the mailing list I
have set up for the class: cs592@pikespeak.uccs.edu. Each one of you should try to
break up the others’ ciphertexts. Do as many as you can to the best of your abilities.

2. Read the description of the Extensible Messaging and Presence Protocol (XMPP) available
at http://www.xmpp.org/specs/rfc3920.html. You don’t have to understand every detail,
but get a feel for what’s there. XMPP is quite complicated. It defines the core features of a
protocol for streaming XML elements in order to exchange structured information in close to
real time between any two network endpoints. It is mainly used for building instant messaging
and presence applications.

Answer the following questions based on your reading of this document and any additional
research.

(a) What are the entities that participate in an instant messaging application? Assume you
need to write a program that supports IM as we know it.

(b) Draw a simple architecture diagram of the participants and how they can communicate.

(c) What are some of the issues that arise if we want to provide for security in instant
messaging. Make a list of such issues. Against each issue, briefly describe in a paragraph
or so, how an implementor can try to address the issue.
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(d) If you were writing the program to provide for secure IMing, what would be some of the
main modules or pieces of your program? Briefly, describe each one in a paragraph or
so.
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