
January 2006 CS 592

University of Colorado at Colorado Springs

CS 592: Syllabus

Applied Cryptography for Secure Communication

TR 5:50-7:05 p.m.

Objective: Developing a basic understanding of cryptographic algorithms and their appli-
cation in providing information security services.

Instructor: Jugal Kalita (262-3432)
O!ce: Engineering 178
Hours: MW 4:00-6:00 p.m., or by appointment

Text Book & Recommended Books

The text book is Cryptography and Network Security: Principles and Practice, Fourth Edition,
William Stallings, Prentice Hall. It is one of the most readable books on cryptography, for technical
students and professionals. It covers issues of cryptography and their mathematical background
at a lucid, accessible level. It also discusses practical topics in network security in-depth. Note
that, as of the first day of classes, the Bookstore does not have the book on shelves. They tell me
it will be here shortly. If you have an older edition of the book, we will make it work. You will
have to figure out the di"erences and obtain the material that is di"erent. I can help with this
determination as well.

Here is a list of books that I think would be useful if you want to study on your own. You do not
have to buy them.

• Handbook of Applied Cryptography by Alfred J. Menezes, Paul C. van Oorschot, and Scott
A. Vanstone, 1996, CRC Press. It is a dense, hard cover book of about 800 pages. It is
reputed to be the “best” book on cryptography in the market today although a little old. It
is accessible to a large audience, not just the number theory types. A newer edition just came
out in late 2005.

• ICSA Guide to Cryptography by Randall K. Nicholls, 1999, 825+ pages. It is a very nice
and readable book that covers all aspects of cryptography, including advanced topics such as
smartcards, VPNs, biometric encryption, and role-based cryptography. It is a book primarily
geared toward professionals.
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• Introduction to Cryptography with Java Applets by David Bishop, Jones & Bartlett, 2003,
370 pages. I like this book in that it makes a programming issues an integral part of the
discussions. It is easy to read, at a level of sophistication that most upper level computer
science students follow. The only thing I do not like about the book is that it ignores
symmetric key cryptographic algorithms such as DES and AES completely.

Schedule of Topics

The following schedule is tentative. I will give out handouts when appropriate. Selected topics may
be covered from chapters specified. Note that the Chapter numbers are from the 3rd edition since
my 4th edition order has not arrived yet.

Weeks Book Chapters/Sections Topics
1.5 2 Introduction to cryptographic issues and services
1.5 2 Classical cryptographic algorithms (a selection)
2 4,5 Symmetric cryptographic algorithms: AES
1 3.7 Symmetric algorithms: Modes of operation
1 7 Symmetric algorithms: Key distribution issues
2 8 Introduction to Number Theory
2 8 Public key cryptographic algorithms and RSA
1 10 Public key cryptography: Key Management and other

issues
1.5 12 Hash algorithms
1.5 13 Digital signatures and authentication protocols

Grading Scheme: A mid-term exam will account for 15% of class grade. The final exam will be
worth 30% of the class grade. 5% of the class grade will be determined by regular presence and
participation in class discussions. 50% of the class grade will be based on 4-5 home work assign-
ments. The assignments will cover both theory and programming. You can use any programming
language of choice, but you will have to demo your programs. I would suggest C/C++, Perl or
Java. You will have to make arrangements for demo.
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