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Intro of Intro

e Yanyan Zhuang

o yzhuang@uccs.edu

o |haveaPhD..

o |l doresearchin networked systems, security and privacy, software engineering
e Office hours

o M/W:6:00-- 6:45pm

o Or by appointment
e (Canvas

o Announcements of assignment, project, etc.

o Posting slides



mailto:yzhuang@uccs.edu

What will you learn??

e What s privacy and anonymity?
e What techniques/tools can protect anonymity?

e How tracking can be done on the Internet? And how can we protect online
privacy?

e How do certain governments block “unwanted” traffic?
e What are the counter measures?



Lectures, Assignments, Projects, etc.

e |ectures
o M/W 4:45 -- 6:00 pm
o ENGR 109

e Mix of lectures and readings...
o Two people lead the discussion, one advocate, one skeptic
o No slides necessary (100% assignment if slides)
o -10% in assignment if no show

No textbook (someone should write one)
Assignments (45%+30%)

Projects (25%)

No exams



Annnnd... The Overview
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“On the Internet, nobody knows you're a dog.”




Privacy and Censorship

e Privacy and Anonymity (first ~8 weeks)

©)

©)

©)

Two concepts are different (but sometimes used interchangeably)
Anonymity cares about obscuring the metadata but not the message

Privacy cares about obscuring the message but not necessarily the
metadata






Message (or content)
is privacy




Everything else is
anonymity (pretty much)




Me, at
home

Bob

Everything else is
anonymity (pretty much)

Anonymity is about
metadata




Privacy and Censorship

e Privacy and Anonymity (first ~8 weeks)
o Two concepts are different (but sometimes used interchangeably)
o Anonymity cares about obscuring the metadata but not the message
o Privacy cares about obscuring the message but not necessarily the
metadata

e Censorship (last ~8 weeks)

o Non-democratic governments forbid citizens to view certain content
o Various blocking/interrupting techniques
o Various counter-measures: circumvention
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Schedule for Privacy/Anonymity

e Definitions, etc.
e (lassic anonymity systems

o Mix networks

O or o -
WeTb tracking (cookies, etc.) ebltCOIn

Problems with mobile systems
Usability issues
Cryptocurrencies (Bitcoin, if we have time)
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Online tracking and violation of privacy

A short guide to cookies
https://www.wsj.com/video/how-advertisers-use-internet-cookies-to-tra

ck-you/92E525EB-9E4A-4399-817D-8C4E6EF68F93.html
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https://www.wsj.com/video/how-advertisers-use-internet-cookies-to-track-you/92E525EB-9E4A-4399-817D-8C4E6EF68F93.html
https://www.wsj.com/video/how-advertisers-use-internet-cookies-to-track-you/92E525EB-9E4A-4399-817D-8C4E6EF68F93.html

Online tracking and violation of privacy

e Just loading these buttons (not clicking on them)

enables tracking
o This tracking is often not anonymous, i.e., linked to accounts

1 Like [ Be the first of your friends to like this.

@ "“ Share ¥ Tweet l +1 | Digg * |
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How pervasive is online tracking?

Let's visualize it

Browser extension: Disconnect
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To protect privacy

e Block third party cookies
o Chrome as an example
o Settings — Advanced — Content settings — Block third party cookies

o - o X % Settings - Content sc x
£ Settings x \ ST =
; ? d "//settings/content =
€ & C fi [ chromey//settings W= — e el
- |
: Content settings *
Chrome Settings earc
History | Make Google Chrome the default browser | Cookies ‘
Exte Google Chrome is not currently your default browser. | @ Alow local data 15 be 54t (recommended)
) Keep local data ondy until you quit your browser
Settings Privacy
Block sites from setting any data !
Qear browsing data- | % Block third-party cookies 3nd ste data
About e
Google Chrome may use web services to improve your g exp You may ly disable [ = P e
these services. Learn more g . B
e Images
o Use a web service to help resolve navigation errors 9
@) Show all images (recommended)
v Use a prediction service to help complete searches and URLs typed in the address bar or the app
' launcher search box Do not show any images
[C] Prefetch resources to load pages more quickly | Manage exceptions...
L) Automatically report details of possible security incidents to Google JavaScript
W Protect you and your device from dangerous sites @ Allow sl sites o vun JaveScriph (recomm 5 "
["] Use a web service to help resolve spelling errors
L) Automatically send usage statistics and crash reports to Google - 1 7
« I >




To protect privacy

e Block third party cookies
e DoNotTrack

NN £ Settings X \\_\
& - C [ chrome/settings

Chrome Settings Search settings

History Privacy
Extensions l Content settings... | | Clear browsing data...
I Settings Google Chrome may use web services 1o improve your browsing experience. You may optionally

disable these services. Learn more
About Use a web service to help resolve navigation errors

Use a prediction service to help complete searches and URLS typed in the address bar or the app
launcher search box

[ Predict network actions to improve page load performance

) Automatically report details of possible security incidents to Google
Enable phishing and malware protection

[Z] Use a web service to help resolve spelling errors

[C) Automatically send usage statistics and crash reports to Google

€ Send a "Do Not Track" request with your browsing traffic -

[ZJ Enable "Ok Google" to start a voice search 4.
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To protect privacy

Block third party cookies
DoNotTrack

AdChoices https://www.youtube.com/watch?v=7PI9NBdHkDU

- pm Free tramlng

AdChouces[> s

Rock Comem
delusional mi

tube.com
Get more Facebook fans or likes easily —_—

MAY 30, 2011 BY VASI * LEAVE A CQ

World's ea W‘
A/B testing tool

o * 2 sutormatic round

o

trip flights every tire
you spend 175000

« Eam 2.5 King Miles for
every T100 pent

* Prosnium priviteges

&)

GET TWO KINGFISHER AIRLINCS
TICKETS EVERY YEAR*

GET TWO KINGFIShan rinsana
TICKETS EVERY YEAR*

s * 2autometic round
trip fights every time:
you spend 175000
« Eam 2.5 King Miles for
euecyhmm

’ s

revesen, % airtel ﬁ



https://www.youtube.com/watch?v=7PI9NBdHkDU

To protect privacy

e Block third party cookies
e DoNotTrack
e AdChoices

Problem with these protections? Hard
to remember, hard to understand
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To protect anonymity

e Use VPN
e UseTor

ENCRYPTED
CONNECTION

INTERNET @
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Schedule for Censorship

e (Censorship techniques
o DNS injection
o TCP RST
o Keyword filtering
o Deep packetinspection (DPI)
e Attacks on famous anonymity systems
o Attacks on Tor
o Attacks on VPN Gate

e Social networks, filter bubble, etc. (if we have time)
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DNS Hijacking

e What's DNS?

o Domain Name Service

o Translate the domain name (www.google.com, www.facebook.com) to an
IP address (172.217.11.228, hard to remember)

o Just like a phone book that stores name/phone#

e To hijack DNS

192.0.2.0

6.6.6.0



http://www.google.com
http://www.facebook.com

DNS Hijack Doesn’t Affect Us?




DNS Hijack Doesn’t Affect Us?

About 24% of US open DNS servers are affected by
collateral damage
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What is Tor?

e Tor (The Onion Router) is free software for anonymous

communication
o Directs Internet traffic through Tor network to conceal a user's
location
m Makes it difficult to trace Internet activity
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What is Tor?
Tor network

‘

\
>‘$UM)

client entry middle exit server




What is Tor?

Tor network

client

entry middle exit
Tor is sloooooooooowwwww

server

But good for censorship circumvention




Static DNS Hijacking Anti-VPN

: : : Great
Machine Learnin
IF Siecding Keyword TOM-Skype Active 9 cannon

Filtering Probing

< 2000 2001 2003 2004 2005 2006 2007 2008 2009 2010

Freegate Biidges Obfuscated

Protocols

CIRCUMVENTION TOOLS
Similar techniques have been used in Iran, Egypt, Libya, etc.
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Readings of the Week

e Anonymity Loves Company: Usability and the Network Effect

e Privacy as Contextual Integrity (optional)
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