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How do users experience everyday naturalistic 
Web browsing when using the Tor Browser?
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Naturalistic Tor Browser Use

Privacy for Participants

Granular Data
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Questionnaires Interview Write-up
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Code available at https://github.com/kcg295/TorUsabilityBrowserSensor/
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19 participants

20 years old on average

3 used Tor before
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121 questionnaires

11 interviews

19 write-ups
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Findings
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The Bad
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The Good
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Implications
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ISP     Coffee Shop Hacker

Government Agency     Snooping Family

Select
Your

Adversary
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Limitations
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Sample Limitations Script Limitations
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Future Work
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Naturalistic Tor UX issues

Frequent UX hurdles

Recommendations drawn from the data

In summary...

Code at https://github.com/kcg295/TorUsabilityBrowserSensor/ 31
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Current State of Tor UX
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State of Traffic Analysis Attacks
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● Good for targeted attacks

● Bad for dragnet surveillance

● Works in practical lab settings, unknown in practice
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● Good for targeted attacks

● OK-ish for dragnet surveillance

● Works in practical lab settings, unknown in practice
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